
  

Useful Analyst Tools – Continued 
OS Tool Details 

 WinPrefetchView View the Prefetch files (.PF format) 

 ShadowExplorer Show available Volume Shadow Copies, Browse and 
Retrieve versions of files and folders 

  IDA Cross-platform, multi-processor disassembler and 
debugger 

  Ghidra Reverse engineering tool developed by the NSA 

 HxD Hex Editor & Disk Editor 

? Magnet IEF Internet Evidence Finder (Commercial Tool) - 
Recover evidence from Internet Artefacts  

 BrowsingHistoryView Reads the history data of Web browsers 

 pedump Extract windows PE (portable executable) header files 

 Microsoft Outlook PST (Personal Storage Table) Viewer, Among Many 
Others 

 USBDeview View previously connected USB devices 

 OllyDbg 32-bit assembler level analysing debugger for Windows 

 Cellebrite UFED 
Mobile forensic software used for extracting 
information from SIM cards and internal phone 
storage. 

   

 


